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About Us

« Corporate HQ: Galway, Ireland

« US Office: Shelton, Connecticut

« Employees: ~150

« MSP Partners: ~ 3,000

+ Cloud based deployments

» Success & Support Teams: 24/7/365

« Over 12,000 clients in more than 150 countries
« 3,700,000 mailboxes manoged/protected

- 1.5 Billion DNS requests filtered each day

.+ 93% client retention rate

» Blended Threat Intelligence - Worlds Largest URL Data base

» Blocking 4 new malicious URLs and phishing sites per second

« Crawl 700 million URL's, 6 billion web pages in real time every day
+ 35 Million malware requests blocked per month

TitanHQ
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Best-in-class SaaS Cybersecurity Platform delivering a
layered security solution to prevent user vulnerability.

SpamTitan

Best-in-class email security
and phishing solution
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SpamTitan
Best-in-class email security
and phishing solution
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Advanced threat protection
and DNS filtering

Email Data Protection
(EDP) solution end users
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SafeTitan ﬁ ArcTitan
Sec_:u_rity Awareness Email Data Protection
Training (SAT) (EDP) solution
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The email Threat Environment

The email threat landscape has matured far beyond spam simply
clogging up users’ inboxes.

Furthermore, the threat has mutated, encouraging new and
more sophisticated forms of attack.

Spear phishing — this is a more targeted form of phishing,
which uses personal information about the recipient to inspire
action.

Whaling - this attack is a sub-section of spear phishing which
targets higher-profile individuals such as senior executives.

Spoofing — this is a form of email attack where cyber criminals
fabricate email addresses and headers to create the
appearance that they are from legitimate sources.

TitanHQ

96%

of all phishing attacks
arrive via email.

Source: Tessian

91%

of all cyber attacks begin
with a phishing email.

Source: Deloitte

97%

of users fail to identify
phishing emails.

Source: Security Affairs
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Protect against the
threats that matter most

91% of attacks launch from phishing email

61% of data breach victims were companies
with less than 1000 employees.

43% of cyber attacks are targeted at SMB

38% of malicious attachments are masked
as one Microsoft Office type of file

©2% of the risk companies face come by
way of having multiple security vendors.

Security as a service represents at
least 50% of software delivery

TitanHQ



TitanHQ

Best-in-class email security and
email phishing solutions

TitanHQ
Zero-day Threat Intelligence

@
S pamTltan 100% coverage of ALL market leading anti-phishing

feeds.
1.5X increase in unique phishing URL detections

1.6X faster phishing detections than current market
leaders

10 million new undiscovered phishing URLs daily

TitanHQ . SpamTitan Plus+ provides massive uplift in
S T'.tp"US phishing detections/protections, faster detection
pam I an speeds with the lowest verified false positive rate

of any feed
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SpamTitan

@ STPC chacks for spam and viruses

M Record
gant ta STPC @CIEEnEma.lI

STPC = SpamTitan Private Cloud
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SpamTitan

RBLs SPF/DKIM/DMARC  Graylisting HELO

¥ : :

Sandboxing Link analysis Virus checks

TitanHQ

SpamTitan SPAM QUARANTINE REPORT

Attachment Scanning

® ®
@ Mail spooling 300 + Spam

tests
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SpamTitan

PLATFORM
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Scaleable  Redundancy TLS APl Access Let's Encrypt  Two Factor

Cloud Authentication

Relay Rate DKIM DMARC  Anti-Spoof Greylisting Recipient Geoblocking

Denial Control Verification

Rewrite Allow/ Custom Custom Custom Outbound Data Loss
URL Block List Policies Filter Rules Attachment Filter Scanning Prevention

Sandboxing Phishing SpamTitan OLE ML Bayesian Botnet Dual Anti Virus
Detection Rules Detection Analysis Protection Scanning

POST MAIL DELIVERY

R = B

Click Time Quarantine Archiving Reporting
Analysis Management

Product Features

Alias
Recognition




TitanHQ

WebTitan




WebTitan Cloud Key Features
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Cloud-based Malware & Phishing Secure URL Filtering
Protection Roaming Users

TitanHQ

Flexible Policy Real-Time User
Creation Analysis & Identification
Reporting
Capabilities



How does Webtitan work

. Blocked Y/N

TitanHQ



WebTitan Multi-Tenancy Dashboard

TitanH(

Web Traffic

Requests

40.8k

Top Allowed Categories

B Computers and Technology

B Miscellaneous

B Search Engines
Business/Services

Shopping

—

Allowed @ Blocked

Your Protection and Filtering at a Glance

Unique Domains

1.3k

S

ey S ——

Allowed

38.4k

Top Blocked Categories

B Download Sites
B Online Ads
B Spyware and Malicious Sites

Home/Leisure

Quick Actions

Add Location
Allow Domain
Block Domain

Customise Paolicy

[7] Tuesday, October 25, 2022

Blocked

2.3k
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TitanhQ Email Data Protection (EDP)

E nCI‘yptTitan EncryptTitan

Simplified Email Encryption for O365
Data Breoch/Loss Prevention

Brand Protection

Meet compliance standards

ArcTitan

Email Archiving for O365 & GWP
Lightning-fast email search speeds

Easy to set-up and cost-friendly

Unlimited Storage & End User administration
Meet compliance standards

Multiple Global Datacenters

TitanHQ
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How ArcTitan Works

Internet

Users can interact
with ArcTitan to

e Search for & Retrieve
. Email

-
............

. .
- .

Users Archive Email
Inbound / Outbound
SMTP/POP3/Office 365

Organization
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What Safetitan Provides:

e Unlimited email phishing simulation tests

e Unlimited cyber knowledge assessment quizzes

* Access to all our NCSC certified security awareness and GDPR
training content — videos, animations, interactive eLearning modules

with tests, gamified content

* Unique Microsoft teams app to deliver your training and quiz
campaigns into your employees Teams environment

 Comprehensive PowerBl human risk analytics and reporting suite
e PhishHuk Outlook Plug-in for staff to report suspicious emails
« AD /0365 /5SSO integration

* Full onboarding, training and customer support

TitanHQ
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