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Malicious Threat Detection -
Neutralize malware, ransomware & phishing threats. -

Trusted by over 3,000 MSPs globally for their security needs, WebTitan DNS security layer automatically reduces
malware risks by over 75%. With over 1.5bn DNS requests a day, WebTitan’s advanced DNS capabilities
contextualizes data, only accepting what’s safe and blocking potential threats.

Benefits of WebTitan Cloud

® Proactively protecting network uptime & remote/mobile/branch/roaming end users.
® Preventing internal employee breaches — C2 call backs from phishing links.

m Less strain and pressure on other security solutions such as AV and firewalls.

m Layered approach to security.

m Better protection for your employee/students/clients from new and emerging threats.
® Significant reduction in security incidents.

m You will see the value of WebTitan cloud in less than 1 hour.
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After 16 years working as a network
Web filtering is one of the, if not the

has been the best product | have implemented! greatest bang for your buck services.

It is highly granular, easily modified and
technical support is quick to respond, very
polite, thorough and will follow up with the

‘ ‘ administrator, the WebTitan Content Filter

It’s built in anti malware has protected
our clients, saving us thousands of hours

customer to ensure all is working properly. of repair time | am absolutely certain.

Mr. Tim Maples, Gary, ’ ’
Network Administrator, MSP owner,

Will Lou Gray Opportunity School New York, US
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Reasons to Deploy WebTitan Cloud
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e Al-powered threat detection and
protection, providing a key additional
layer of security.

Continuous updating of the URL
classification database, with normal
categories being updated hourly and
more malicious content updated in
real time.

Blocking of domains regardless of
HTTP or HTTPS.

Comprehensive set of predefined threat
categories, with the ability to create
your own custom categories.

Highly accurate web content category
matching, with over 99% accuracy.

Threat categories are fully managed
and updated using an Al-based
classification engine, combined with
human quality assurance, to accurately
categorize and validate content.

Customizable block page.
Roaming agent for off-the-network

filtering, suitable for remote employees
and children on school devices.

e A filtering policy can be applied to a

user, a user group, a location and/or
a device.

Use the system default policy or
create your own custom policies.

Domain allow and block listing on
all policies.

Per policy Safe Search settings protect
against explicit search results, including
thumbnail images on Google, Bing and
YouTube videos.

Active directory groups can be
imported and have a policy applied.

Extensive APIls User Identification Easy to Setup and Configure

e WebTitan Cloud offers a robust Rest

APl set with our dedicated infrastructure
that allows you to easily incorporate

DNS filtering and customer onboarding
directly into your existing cloud offering.

Full set of keys and secrets are
readily available for WebTitan Cloud
administrators.

Multiple user identification methods
available, with support for both
Microsoft Active Directory & Azure AD.

User requests can be identified

with Active Directory integration or
WebTitan roaming agents to give better
reporting and more granular control.

e 100% cloud-based, no software

installation required.
Set up in minutes.

DNS-based solution that only requires
a simple DNS redirect to your WebTitan
Cloud server.

Flexible deployment options available:
SaaS, dedicated infrastructure and
roaming agents for off-network
protection.

Off-Network Protection Reporting Reporting

e Off-network filtering and policy

implementation is available using
WebTitan OTG agents, with support
for Windows, Mac and Chromebooks.

Designed for the education sector,
OTG 2 for Chromebooks supports
CIPA compliance and delivers user
and device level filtering both onsite
in the classroom and off-site at home.

TitanHQ

WebTitan

.y,

Email : info@titanhg.com

e Extensive set of predefined and fully

customisable reports available.

Realtime browsing view to assist
with monitoring and troubleshooting.

At-a-glance dashboard provides an
overview of system performance and
user activity.

Enable email notifications to be
informed when there is an attempt to
access a blocked category.

Schedule your own reports to
run periodically.

Export reports.

Syslog supported.
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